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I. Introduction and Summary 

 

With the year's end right around the corner, the time is right for a recap of data privacy 

legislative developments. After a flurry of springtime activity and a brief bout of "fired up" 

enthusiasm, efforts to pass a federal comprehensive data privacy statute hit a familiar wall: 

counterproductive calls for inclusion of a private right of action. Meanwhile, seven additional 

states passed laws, bringing the total (by my count) to twenty. And the number of states with 

enforceable laws in effect more than doubled, to nine. 

 

For individuals attempting to understand their rights and businesses struggling to comply with 

their obligations, the long-feared "patchwork" of inconsistent state approaches has arrived. This 

is a troubling development that, if not remedied, will have the effect of harming consumers. 

 

Looking ahead, eight additional state laws will become effective in 2025, thereby exacerbating 

the situation. But with single-party control of the White House, Senate, and House of 

Representatives, there is a cause for at least some optimism that the logjam at the federal level at 

https://www.law360.com/telecom/articles/1825989
https://freestatefoundation.blogspot.com/2023/09/delaware-privacy-law-makes-dozen-or.html
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long last will break. Despite numerous disappointing false starts over the past several years, 

including 2022's American Data Privacy and Protection Act and this year's American Privacy 

Rights Act, the pressing – and growing – need for a single set of simple, workable data privacy 

rights and responsibilities compels continued advocacy for the adoption of a national privacy 

framework that preempts state laws and rests enforcement solely in the hands of the Federal 

Trade Commission. 

 

II. The American Privacy Rights Act's Brief Moment in the Sun 

 

As I described in "Congressional Leaders Return Privacy to the Front Burner," an April 2024 

Perspectives from FSF Scholars, the American Privacy Rights Act of 2024 (APRA) appeared, 

seemingly out of thin air, on April 7, 2024. Released in the form of a Discussion Draft, its co-

sponsors, Senate Commerce Committee Chair Maria Cantwell (D-WA) and House Energy and 

Commerce Committee Chair Cathy McMorris Rodgers (R-WA), hailed the APRA as "the best 

opportunity we've had in decades to establish a national data privacy and security standard." 

 

On the plus side, the APRA included language (1) generally preempting state privacy laws, and 

(2) terminating the FTC's so-called "commercial surveillance" proceeding, a misguided 

overreach in response to which Free State Foundation President Randolph May and I offered 

numerous criticisms. On the other side, the APRA problematically established an individual 

private right of action, thereby opening the door to opportunistic lawsuits, discouraging 

innovation, and burdening, in particular, small businesses and new entrants. 

 

It appears that the private right of action sealed the APRA's fate. After advancing from the 

Innovation, Data, and Commerce Subcommittee to the House Energy and Commerce Committee 

in May, the APRA was scheduled for a full committee markup on June 27, 2024. That morning, 

however, the markup was cancelled, reportedly because of the APRA's inclusion of an individual 

right to sue. There has been no congressional focus of note on the APRA since. 

 

III. The Proliferation of the State-Level "Patchwork" 

 

Without a federal comprehensive data privacy regime in place that preempts state laws, a 

steadily expanding number of states have taken matters into their own hands, creating a 

"patchwork" of inconsistent approaches that create confusion and impose unjustified costs. 

 

At the beginning of 2024, that total was thirteen, five of which had seen their distinct laws go 

into effect – California (not just once, but twice), Virginia, Colorado, Connecticut, and Utah – 

and eight of which had not: Iowa, Indiana, Tennessee, Montana, Texas, Oregon, Delaware, and 

Florida. 

 

Over the course of this year, effective dates in Florida, Montana, Oregon, and Texas came and 

went, increasing the number of different enforceable state approaches to nine. In addition, seven 

more states passed their own takes on a comprehensive data privacy law, bringing the total to 

twenty: New Jersey, New Hampshire, Kentucky, Nebraska, Maryland, Minnesota, and Rhode 

Island.  

 

https://docs.house.gov/meetings/IF/IF00/20220720/115041/BILLS-117-8152-P000034-Amdt-1.pdf
https://www.commerce.senate.gov/services/files/3F5EEA76-5B18-4B40-ABD9-F2F681AA965F
https://www.commerce.senate.gov/services/files/3F5EEA76-5B18-4B40-ABD9-F2F681AA965F
https://freestatefoundation.org/wp-content/uploads/2024/12/Congressional-Leaders-Return-Privacy-to-the-Front-Burner-041924.pdf
https://www.commerce.senate.gov/services/files/3F5EEA76-5B18-4B40-ABD9-F2F681AA965F
https://www.cantwell.senate.gov/news/press-releases/committee-chairs-cantwell-mcmorris-rodgers-unveil-historic-draft-comprehensive-data-privacy-legislation
https://freestatefoundation.org/wp-content/uploads/2022/11/FSF-Comments-FTC-Dgital-Surveillance-111622.pdf
https://energycommerce.house.gov/posts/chairs-rodgers-and-bilirakis-announce-idc-subcommittee-markup
https://energycommerce.house.gov/posts/chairs-rodgers-and-bilirakis-announce-idc-subcommittee-markup
https://energycommerce.house.gov/posts/chair-rodgers-announces-full-committee-markup-of-11-bills
https://energycommerce.house.gov/events/full-committee-markup-of-11-bills
https://thehill.com/homenews/house/4742987-data-privacy-bill-markup-cancelled-after-house-leadership-opposition/
https://freestatefoundation.org/wp-content/uploads/2023/07/More-States-Compound-the-Dreaded-Privacy-Patchwork-Problem-072423.pdf
https://freestatefoundation.org/wp-content/uploads/2019/10/Californiaâ•Žs-Heavy-Handed-Approach-to-Protecting-Consumer-Privacy-â•ﬁ-Exhibit-A-in-the-Case-for-Federal-Preemption-102819.pdf
https://freestatefoundation.org/wp-content/uploads/2020/11/California-Voters-Approve-the-California-Privacy-Rights-Act-111720.pdf
https://freestatefoundation.blogspot.com/2021/02/virginias-consumer-data-protection-act.html
https://freestatefoundation.blogspot.com/2021/07/exhibit-co-in-case-for-federal-data.html
https://freestatefoundation.blogspot.com/2022/05/fsfconf14-speakers-on-need-for-federal.html
https://freestatefoundation.blogspot.com/2022/03/utah-becomes-fourth-state-to-pass.html
https://freestatefoundation.blogspot.com/2023/03/iowa-is-state-no-6-to-pass-privacy.html
https://freestatefoundation.blogspot.com/2023/05/seven-states-and-counting-indiana.html
https://freestatefoundation.blogspot.com/2023/05/tennessee-is-state-number-eight-to-pass.html
https://freestatefoundation.blogspot.com/2023/06/montana-makes-nine-another-state-passes.html
https://capitol.texas.gov/tlodocs/88R/billtext/pdf/HB00004E.pdf#navpanes=0
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619/Enrolled
https://legis.delaware.gov/json/BillDetail/GeneratePdfEngrossment?engrossmentId=35877&docTypeId=6
https://www.flsenate.gov/Session/Bill/2023/262/BillText/er/PDF
https://freestatefoundation.blogspot.com/2024/01/new-jersey-passes-2024s-first-state.html
https://www.gencourt.state.nh.us/bill_status/legacy/bs2016/billText.aspx?sy=2024&id=865&txtFormat=html
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://freestatefoundation.blogspot.com/2024/04/nebraska-is-state-17-to-pass-privacy.html
https://freestatefoundation.blogspot.com/2024/05/18-and-up-maryland-is-latest-state-to.html
https://www.revisor.mn.gov/bills/text.php?number=HF4757&type=bill&version=4&session=ls93&session_year=2024&session_number=0&format=pdf
https://s3.amazonaws.com/fn-document-service/file-by-sha384/84280b81d9e7b5a676f4c236c35236ce0c9ddc57a0c56e6517f114dfc107736a1878831e30fbb63c5331c7271ed388ef
https://s3.amazonaws.com/fn-document-service/file-by-sha384/84280b81d9e7b5a676f4c236c35236ce0c9ddc57a0c56e6517f114dfc107736a1878831e30fbb63c5331c7271ed388ef
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Looking forward to 2025, eight more state laws will become enforceable. In Delaware, Iowa, 

New Hampshire, and Nebraska on the first of the year, in New Jersey later that month, in 

Tennessee and Minnesota in July, and in Maryland in October. 

 

While these laws overlap in many ways, they are by no means identical. The slate of consumer 

rights created, the types of notices required, the limits imposed on how businesses may use 

personal data, the entities to which the laws apply – these and other factors vary from state to 

state. 

 

The Internet, however, is blind to state boundaries. As such, consumers are not well served by a 

piecemeal approach that hinges upon opaque factors such as the location of a website's corporate 

headquarters, the number of consenting customers from which an online destination obtains 

personal information, or the amount of money that that activity generates. 

 

Nor, for that matter, are businesses. In a 2021 Perspectives, I described a scenario in which a 

company might reasonably choose to comply with a "worst-of-all-worlds" hypothetical set of 

regulations rather than attempt to tailor its compliance efforts to the home state of each of its 

customers. In the more than three years that have passed since that paper was written, that 

"worst-of-all-worlds" scenario, described at a point in time when just two state laws had become 

enforceable, has grown significantly worse. 

 

IV. Conclusion 

 

On New Year's Day, the number of states with enforceable, distinct, confusion-causing 

comprehensive data privacy laws will jump from nine to thirteen. During 2025, that total will 

increase to seventeen, and on the first day of 2026 another three state statutes will go into effect. 

Keep in mind, too, that at any point still more states could jump into the fray. A twenty (or more) 

state "patchwork" is unworkable for consumers and untenable for companies, and this is 

especially so for smaller businesses and new entrants unable to absorb the associated compliance 

costs. 

 

The next Congress, at long last, should enact a federal data privacy regime that preempts state 

laws and empowers the FTC with exclusive enforcement authority. 

 

* Andrew Long is a Senior Fellow of the Free State Foundation, an independent, nonpartisan 

free market-oriented think tank located in Rockville, Maryland. The views expressed in this 

Perspectives do not necessarily reflect the views of others on the staff of the Free State 

Foundation or those affiliated with it. 
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